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Artificial Intelligence and Financial Security: Technological
Vulnerabilities, Risk Evolution Pathways and Mitigation Mechanisms

DING Shao-bin'  WANG Hong-ju’
(1. School of Applied Economics, University of Chinese Academy of Social Sciences, Beijing 102488, China;
2. Institute of Finance and Economics Strategy, Chinese Academy of Social Sciences, Beijing 100006, China)

Abstract:  As artificial intelligence (AI) becomes deeply embedded in the financial sector, the accompanying
new types of financial risk are becoming increasingly prominent. At present, AI’s technical shortcomings in financial
practice manifest as five key technical vulnerabilities : insufficient explainability that delays risk tracing, data bias that
produces algorithmic discrimination, adversarial susceptibility that amplifies intrusion risk, model drift that leads to
decision failure, and algorithmic resonance that induces market synchronization risk. These technical vulnerabilities are
transmitted through channels such as automated decision bias, spillovers of algorithmic discrimination, collective
misjudgment, and dependence on infrastructure, presenting a chain mechanism by which local technical failures evolve
into systemic financial risks. Biases in Al model judgments are easily amplified by automated processes, resulting in
credit exclusion and asset misallocation. Collective misjudgment and synchronous behavior further exacerbate irrational
fluctuations in market prices, undermining pricing and risk identification mechanisms in finance. Deep Al embedding in
critical financial infrastructure may amplify single—point—of—failure risk , impact underlying system architectures, and in
turn trigger service paralysis and market interruptions. Therefore, it is necessary to build a multi-dimensional
prevention and control system at the technical , institutional, and governance levels, centered on technical safety, based
on algorithmic transparency and audit norms, and guaranteed by clear boundaries of responsibility, to achieve
sustainable coordination between artificial intelligence and financial security.

Key Words: artificial intelligence; financial risk; technological vulnerability; risk evolution; mitigation

mechanisms
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